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Bioenergy & Biochemicals

Projected Talent Demand

Critical Positions & Required Functional Competen _

Common Mechanical Mechanic

Required TOP Talent Dema nd Biologist Engineer Technician

Downstream Processing (] o
Bioinformatics o

Bio-Safety °

Genetic Modification o

Marker Assisted Breeding

Upstream Processing °

Biomass Gasification

Electrical Installation and Maintenance

Enzyme Technology

High Throughput Screening

Machine Control ° (]

~

Functional Competency

Mechanical Engineering Design °
Synthetic Biology

Molecular Biology (]

Anaerobic Digestion

Direct Combustion
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fat1vsvazidumaussnu: (Competency)

Downstream Processing

MISIAUIRYIWAWSAKAIDINNSZUIUNISKLIN

Proficiency

Level 2

Proficiency

°
Perform basic manufacturing operations

.I o Inspect materials at all stages of process to determine
Level quality or condition, participate in the installation, modification,
and upgrade of equipment, operate, monitor, and maintain
equipment, tools, and work station, recognize and respond
appropriately to atypical events, participate in troubleshooting
and root cause analysis of operations

Proficiency

Mo



® Prepare process materials

Weigh, dispense, and label raw materials for use in
production, dispense consumables and intermediates,
control and reconcile inventory with enterprise control
system (MRP, SAP, manual database), prepare and sterilize
buffers and solutions, sample and test buffers and
solutions, transfer buffers and solutions to use point

Clean and maintain production areas

Housekeeping / pest control, sanitize and clean of
controlled spaces, preparation of cleaning materials and
solutions, assist in environmental monitoring for routine
and changeover operations, document cleaning.

Prepare equipment

Clean CIP vessels, transfer lines, and filter trains, Clean COP
equipment, dehydrogenate components and equipment,
sterilize SIP vessels, transfer lines, and sampling ports,
perform pressure test, prepare and assemble components
and equipment, autoclave components and equipment,
perform WFI flush of transfer lines, perform scheduled
sanitizations of hoods

- Work in compliance with GMPs

Assists in environmental monitoring activities,
follow SOPs for all operations, records process
data and completes batch records as required,
maintain equipment logbooks, control and
receipt of raw materials, maintain equipment
and processes in a validated state, working
in controlled/classified areas (gowning,
aseptic technique), ensure appropriate flow
of personnel, equipment, and materials

Perform downstream
manufacturing operations

Separate cells from media using centrifugation
or filtration (TFF or depth filtration), perform
cell disruption techniques (mechanical or
chemical), perform aqueous separations (liquid
extraction, precipitation), perform chemical/
enzymatic modifications to product, perform
normal flow and tangential flow filtration
(including microfiltration, ultrafiltration, or
defiltration), Prepare chromatography columns
(assembly, sanitization, resin packing, evaluation),
perform chromatography steps (equilibrate,
load, wash, elute, clean, store), perform viral
clearance (removal/inactivation) steps.

fiu1 : The Northeast Biomanufacturing Center and Collaborative (NBC2), National Science Foundation Advance
Technology Education Regional Center, US Guidelines for Biosafety Laboratory Competency, U.S.
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fagvsIwazidumaussnuz (Competency)

Bio-Safety

ns3IAs1zRwans:nuiiazus:ITunIWIFsg

siondWUasmaiuN19GINIW

&)

Potential hazard-entry level

Biologic materials: Describe the concept of biohazardous
materials, recognize potential hazards associated with
biohazardous materials handled in the laboratory,
utilize control measures and work practices with biologic
materials, recognize hazards associated with various
procedures

Research animals: Describe inherent hazards associated
with research animals, describe possible route of
exposures to personnel in relation to the animal
procedures used, describe control measures and work
practices to mitigate the risks associated with research
animals and report on effectiveness to supervisors

Proficiency

Chemical materials: Identify chemicals used in the
laboratory, describe hazards associated with chemicals
used in laboratory procedures, recognize control
measures and work practices to be used when working
with chemicals

Radiologic materials: Identify radiologic materials used
in the laboratory, describe hazards associated with
use of radiologic materials, recognize control measure
and work practices to be used when working with
radiologic materials, describe monitoring devices
(e.g., Geiger counters and dosimetry badges)

Physical environment: Describe control measures and
work practices to be used when physical hazards
are present




“® Potential hazard-mid level

Biologic Materials: Distinguish biohazardous from
nonhazardous materials, explain the potential
hazards associated with the biologic materials
handled in the laboratory, ensure utilization of
established hazard controls for biologic materials
used in laboratory procedures, discuss hazards
associated with various procedures

Research animals: Identify inherent hazards
associated with research animals, identify inherent
hazards associated with research animals, implement
control measures and work practices to mitigate
risks associated with research animals

Chemical materials: Ensure chemical inventory
is complete, explain hazards associated with
chemicals used in the laboratory procedures,
implement control measures and work practices
to be used when working with chemicals

Radiologic materials: Ensure list of radiologic
materials used in the laboratory is complete,
explain hazards associated with use of radiologic
materials, Implement control measure and work
practices to be used when working with radiologic
materials, demonstrate proper operation and
use of monitoring devices

Physical environment: Implement control measures
and work practices to be used when working with
physically hazardous materials

s

@ Potential hazard-senior level

Biologic materials: Ensure personnel’s knowledge
of biohazardous materials, manage biohazardous
materials, establish hazard controls for biologic
materials used in laboratory procedures, assess
procedures for hazardous components

Research animals: Assess the inherent hazards
associated with research animals, implement
control measures and work practices to mitigate
risks associated with research animals, develop
control measures and work practices to mitigate
risks associated with research animals

Chemical materials: Establish chemical inventory,
assess personnel’s knowledge of hazards associated
with chemicals used in laboratory procedures,
assess personnel’s knowledge of hazards associated
with chemicals used in laboratory procedures

Radiologic materials: Establish inventory of radiologic
materials used in the laboratory, assess hazards
associated with use of radiologic materials
(collaborate with radiation safety personnel, as
needed), establish control measure and work
practices to be used when working with radiologic
materials (collaborate with radiation safety
personnel, as needed), evaluate monitoring
devices for suitability in detecting radioisotopes
to be used (collaborate with radiation safety
personnel, as needed)

Physical environment: Ensure identification of
physical hazards present in the laboratory, establish
control measures and work practices to be used
when working with physically hazardous materials
(collaborate with safety professionals, as needed)

fiun : The Northeast Biomanufacturing Center and Collaborative (NBC2), National Science Foundation Advance

Technology Education Regional Center, US Guidelines for Biosafety Laboratory Competency, U.S.
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Digital
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1,340

1,100

770

Critical Positions & Required Functional Competency _

Common Required

Top Talent Demand

Data Scientist
Full-Stack Developer
Full Stack

Web Developers
Front-End Developer
Mobile Developer
Digital Marketing
Applications Developer

Artist

Security Architecture
Network Configuration
Security Assessments
Security Configuration °
Data Visualization & Data Engineering ° ° °
Disaster Recovery Management o °
Infrastructure Deployment °

Dynamic Animation

Motion Graphic

Analytics and Computational Modelling °

Infrastructure Design

Vulnerability Testing ° °

Music, Sound Effect, Voice Over °

Application Development [ °
Cyber Incident Management °

Data Design ° ° °

Data Engineering ° ° °

Data Migration ° ° °

Character Setup °

Applications Integration

Network Administration and Maintenance °

UX/UI Design °
Layout °

Lighting °

Agile Software Development °

Content Management System °
Software Design °
Software Testing

System Integration

Web Development °

Art Direction Development °

Conceptual Design Development

Project Management and Development
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100100
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Level
01 Proficiency

Level

Proficiency

Execute vulnerability scans and conduct
research on exploitation of system
vulnerabilities, and interpret findings

to identify security lapses.

Have sufficient knowledge on application and usage
of basic vulnerability assessment tools and tests,
general process and technical requirements of
penetration testing, system security vulnerabilities and
threats and internal and external security standards

Perform technical coordination of vulnerability
assessments and penetration testing according to
test plan templates

Execute vulnerability scans on smaller systems, using
basic vulnerability assessment tools and tests

Document the results of security assessments and
tests, according to test plan guidelines

Identify security lapses in the system or security
mechanisms, based on issues documented from
vulnerability scan results

Record evidence of controls which are inadequate or
not duly enforced

Conduct research on threat actors, their techniques
and ways in which vulnerabilities in security systems
can be exploited

faguswazidunaussnu: (Competency)

Level
Proficiency

Level
Proficiency

Conduct authorized penetration testing of
systems and to expose threats, vulnerabilities
and potential attack vectors in a system.

Have sufficient knowledge on process and techniques
for secured source code review, threat modelling
techniques, penetration testing techniques and
methodologies, penetration testing tools and their usage,
network monitoring tools and their usage, vulnerability
assessment tests and interpretation of results, range
and types of security loopholes and threats

Carry out threat modelling and secured source
code review

Conduct authorized penetration testing of systems
consisting of a range of penetration testing
methodologies, tools and techniques

Use a suite of network monitoring and vulnerability
scanning tools to assess the threats and vulnerabilities
in a system

Identify vulnerability exploitations and potential
attack vectors into a system and analyze vulnerability
scan results to size and assess security loopholes and
threats

Evaluate if current systems can overcome emerging
threats and hacking techniques

Assess current security practices and control against
expected performance parameters or guidelines

Develop a vulnerability assessment and penetration
testing report, highlighting key threats and areas for
improving system security



Design security testing plan, and perform
advanced, authorized penetration testing
as well as intelligence analysis on cyber
attack incidents.

Have sufficient knowledge on organizational objectives
of vulnerability assessment and penetration testing,
key components and methodologies in the design of
security testing activities, advanced threat modelling,
hacking, penetration testing and source code review
techniques and data and trend analysis in cyber attacks

Design security testing plan and evaluation criteria
for vulnerability assessments and penetration testing
activities

Manage the implementation of vulnerability
assessments and penetration testing activities, in
line with the organization-wide strategy

Implement advanced threat modelling and source
code review techniques

Conduct advanced, authorized penetration testing
of highly complex and secure systems

Analyze patterns in incident data to identify new
and emerging trends in vulnerability exploitation
and hacking techniques

Lead advanced analysis of intrusion signatures,
techniques, and procedures associated with cyber
attacks

Determine hacking techniques and attacks that the
organization’s systems are most vulnerable to

Refine test plan templates to model after new and
advanced hacking actions

Authorize and establish organization guidelines
and strategies for security testing, and determine
the future-readiness of the organization's
security posture.

Have sufficient knowledge on design guidelines and best
practices for threat modelling, vulnerability assessment,
penetration tests and source code review, organization
priorities and IT security objectives and new and emerging
trends in cyber attacks, hacking techniques and security
threats

Establish organization guidelines and methodologies
for the design and conduct of vulnerability assessments
and penetration testing activities

Lead security reviews, specifying the IT systems,
applications, processes, people to be assessed

Develop comprehensive criteria for assessing the
effectiveness of security mechanisms and controls

Develop implementation strategies for vulnerability and
penetration testing activities to ensure organization-wide
consistent of information security plans

Authorize penetration testing activities on organization's
systems, in line with business priorities and security
requirements

Synthesize key organizational implications from vulnerability
assessment and penetration testing reports

Evaluate the future readiness of the organization's
security posture in light of the organization's mission
and the changing technological environment

fiun : SkillsFuture Singapore
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faguswazidumaussnu: (Competency)

Proficiency

Level
Proficiency

Level

Level
Proficiency

3 Implement data management processes
@ and systems to map data sources, processes
and relationships, and transform and process
Utilize appropriate tools, systems and techniques  multiple streams of data.
to collect, store, extract, transform and load data Have sufficient knowledge on data specifications

according to set guidelines. and requirements, variety of data sources,
relationship, identification and mapping among

Have sufficient knowledge on data collection process different data sources and systems, range of tools
and methodologies, usage of data collection tools, to gather, process and optimize accuracy and
data handling, cleaning and processing techniques, functionality of data, methods and considerations
merging of datasets and key considerations, data to process multiple streams of data, data
validation methods and criteria, quality indicators of transformation techniques and trade offs between
data, usage of database management system software data access optimization and loading or resource

utilization factors
Apply appropriate data collection tools and techniques

; Identify relevant data sources, processes and
to collect data from various sources

relationships in accordance to business requirements

Merge varying datasets from disparate sources into Propose methods and tools to gather data, process

a common structure data, and minimize confounding variables and
data limitations

Clean the data, checking for outliers or errors, validate

data from different data sets to verify accuracy and

minimize errors

Apply data analysis and data profiling to improve
the clarify, quality and integrity of valid data

Process multiple streams of data using data systems,
utilize data systems and platform capabilities to
solve new data problems, transform data to meet
business requirements

Check the structure and quality of warehouse data
against standard guidelines and data purpose and usage

Utilize database management system software to

perform simple data processing Create supporting documentation with metadata
and diagrams of entity relationships, business
Create databases to store electronic data , maintain processes and process flow

documentation as per the organization’s methodology

for Extract, Transform and Load (ETL) processes Operate data warehouse systems to balance

optimization of data access with loading and
resource utilization factors

M 20



Lead the creation of data management procedures
****************** A and oversee the integration of data, ensuring
optimization of the organization's data pipeline.

— Translate business requirements into data —
structures and processes to standardize data,
verify data reliability and validity, store,
extract, transform, load and integrate data.

Have sufficient knowledge on relationship between
business requirements and data requirements, and
critical implications, best practice methodologies
in data validation, key design elements of data storage
mechanisms, key design elements and considerations
of data Extract, Transform and Load (ETL) processes,
key design elements and considerations of data
integration and business and process rules of
target systems

Develop efficient processes to standardize and
maintain data definitions, sources and quality

Develop data warehouse process models, including
sourcing, loading, transformation and extraction

Design data validation methodology to verify
reliability and validity of data

Design staging databases to store the data temporarily
before moving them into the target system

Design extraction process for consolidating data
from multiple data source systems

Translate complex functional and technical business
requirements into detailed data structures and designs

Develop data integration procedures, managing
the alignment of data availability and integration
processes

Have sufficient knowledge on evolving business
requirements, and impact on data needs, end-to-end
management of organization-wide data pipeline and
processes, effectiveness of various data systems,
and applicability to organizational context, direct and
indirect impact of changing or integrating data processes
and systems and best practices in optimizing data
pipeline elements

Maintain an updated view of the business requirements,
the respective source data systems and data models
in the organization

Lead the creation, refinement and enforcing of data
management procedures and conventions

Direct the design of the organization's Extract, Transform
and Load (ETL) processes to support business needs

Establish alignment among the data ETL processes
throughout the pipeline to maximize efficiency for
data processing

Manage the integration of data into a unified interface

Manage the optimization of the various data processing
elements in the organization's data pipeline

fiun : SkillsFuture Singapore
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Accident and Incident Response Management O

Aircraft Emergency Management L

Aircraft Manual Handling °

Aerospace Maintenance Practices

E-Logistics IT Solutioning [ °
Aircraft Turnaround Coordination °

Aircraft Take-Off Operations °
Airline Representation & Station Management [ J
Machining Process Plan Development

Aircraft Aerodynamics, Structures, Systems °
Select Aerospace Materials and Hardware

Supply Chain Solution/Model/Plan/Strategy ° ]

Time Sensitive Cargo Delivery Management o °
Warehouse Automation Application °

)

9GS0

3,980

(

Aviation
& Logistics

Projected Talent Demand

2392 2,028 2,025

VUIUAIINGIDINIS

1,911 1,900

o

Critical Positions & Required Functional Competency

Common Required

Top Talent Demand

Ground Services
Warehouse Officer/
Inventory Controller

Officer
Project Engineer

Logistics Data
Aviation/Aircraft
e e e e Maintenance

Specialist
/Data Analyst

e o o o Pilot
Technician
e o o Cabin Crew

Functional Competency
[ )
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Air Cargo Officer
Licensed Aircraft
Logistics Solutions
Specialist / Engineer
Brokerage Supervisor
/Freight Supervisor
Engineer /Production
Engineer
Air Cargo Executive
Flight Operations

e o o /Flight Dispatcher
Quality Engineer

e e o e Maintenance
General Worker

Engineer
/Operator
Manufacturing
Engineer
NDT (Non

e e Destructive Tester)

e o o Flight Instructor
Officer

Checker

Health, Safety and
Environmental

Officer
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Critical Positions & Required Functional Competency _

Common Required

Top Talent Demand

Ground Services
Warehouse Officer/
Inventory Controller

Officer
Project Engineer

Aviation/Aircraft

Logistics Data
Maintenance

Specialist
/Data Analyst

Behavioral Analysis & Predictive Screening

Cabin Safety Management

Data and Statistical Analytics

Engineering Optics and Optical Metrology

Maintain Aircraft Navigation and Auto Flight

Maintain Airframe Systems

Transportation Hub/Control Center Admin* ° °
Assembly of Mechanical Machines °
Autonomous Logistics Design & Application

Cargo Load Planning °

Cloud Computing Application °
Computer-integrated Manufacturing

Dangerous Goods (DG) Management °

Design Tool, Jigs, Fixtures for Adv Manu*

Flight Disruptions and Irregular Operations

Maintain Aircraft Communication Systems

Maintain Aircraft Fuel and Engine Systems

Maintain Airframe Electrical Systems

Maintain Sheet Metal Structures

Order Fulfilment Administration °
Pre-Flight Preparation ° °
Pricing for Cargo Services and Operations

Radiographic Inspections

Ultrasonic Inspections

Warehouse Facility Security Control °

Aircraft Landing Operations °

Cargo Security Control °

Cargo Tracking System Administration

Cargo Transit and Transshipments Mgnt*

Eddy Current Inspections

Electrical Terminations and Connections

Import and Export Documentation Admin*

Inclement Weather Operations and Planning °

Liquid Penetrant Inspections

Magnetic Particle Inspections

Maintain Aircraft Cabin Equipment

Post-Landing Operations

Principles of Electrical Fundamentals

Principles of Gas Turbine Engine

Solid Model and Drafting for Machine Part

Transportation Route & Schedule Planning °

Warehouse Layout Design

Air Cargo Operations Management

Technician
e o Cabin Crew

e o Pilot

>
[}
c
5]
2
]
=%
E
o
U
-
[
=
o
E
v
c
>
o

Cargo Receipt and Inspection °
Cold Chain Operations Administration °
Manage Advanced Tool-room Machining

Unit Load Devices Management °

Warehouse Inventory Control/Audit
Warehouse Management System (WMS)
B2 Kuwike  Adv Manu* = Advanced Manufacturing // Mgnt* = Management // Admin* = Administration
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fagvswazidumaussnu: (Competency)

Accident and Incident Response Management
nseaUdUDJsagUAIKANIAzIKANSNIATUAIAAR

Level
Proficiency @

] Execute emergency response plans
during accidents and incidents.

Have sufficient knowledge on types of emergency
situations in the aviation industry, notification
processes for accidents and incidents, classification
of accidents and incidents, lessons uncovered from
past accidents and incidents, Standard Operating
Procedures (SOPs) to respond to accidents and
incidents, emergency response plans and procedures,
procedures to report accidents and incidents and
documentation and records requirements for
accidents and incidents

Identify appropriate agencies and organizations to
respond to accidents and incidents

Explain procedures for communication to aviation
stakeholders during accidents and incidents

Determine the classification of accidents and
incidents in the aviation industry, communicate
status of accidents and incidents to relevant
stakeholders and departments

Compile and complete documentation for
accidents and incidents

M 26

Level
) Proflci\nlcey 3 @

Level
2 @ ®

Administer evacuation and first aid
procedures at accident and incident sites.

Have sufficient knowledge on types of emergency
situations in the aviation industry, classification of
accidents and incidents, evacuation procedures,
access control procedures, first aid procedures,
concept of Notice to Airmen (NOTAM) and NOTAM
issuance procedures, emergency response plans and
procedures, procedures to report accidents and
incidents, local and international guidelines such
as International Civil Aviation Organization (ICAO)
Annex for Aircraft Accident and Incident Investigation
and Dangerous Goods Regulations (DGR)

Support the establishment of control zones and/or
emergency response center

Evaluate the severity of accidents and incidents

|dentify stakeholders to be alerted during accidents
and incidents

Organize the orderly evacuation of people from
accident and incident sites, control access to
accident and incident sites

Review law enforcement and security needs during
large-scale accidents and incidents

Apply first aid procedures on injured parties

Interpret NOTAMs to determine required follow-up
actions



3

Oversee the management of accidents and
incidents, from planning to command and
control in the emergency response center.

Have sufficient knowledge on types of emergency
situations in the aviation industry, formation and
functions of an emergency response center, roles
and responsibilities of an incident commander,
procedures to develop tactical plans during
accidents and incidents, emergency operations
strategies, procedures to report accidents and
incidents, emergency preparedness assessments,
local and international guidelines such as
International Civil Aviation Organization (ICAO)
Annex for Aircraft Accident and Incident Investigation
and Dangerous Goods Regulations (DGR)

Establish control zones and/or emergency
response center to manage incidents and
accidents

Act as incident commander by applying relevant
strategies of emergency operations

Develop tactical plans to maintain control of
emergency and incident sites

Evaluate on-site accident and incident response
capabilities

Develop processes to coordinate accident and
incident response plans with Air Traffic Control
(ATQ), airport agencies and relevant stakeholders

of the organization to respond to accidents
and incidents.

4
i

® Have sufficient knowledge on types of emergency

situations in the aviation industry, performance
standards of the airports, airport agencies and
stakeholders when responding to accidents and
incidents, accident and incident debriefing techniques,
response strategies deployed for accidents and
incidents in other countries, procedures to report
accidents and incidents, new technologies to enhance
emergency response readiness in the aviation industry,
procedures and techniques to respond to media
during large-scale accidents and incidents, local and
international guidelines such as International Civil
Aviation Organization (ICAO) Annex for Aircraft Accident
and Incident Investigation

Formulate strategies to enhance the readiness of
airport agencies and stakeholders to respond to
accidents-incidents

Assemble the mobilization of resources to meet law
enforcement and security needs during accidents-in-
cidents

Review effectiveness of emergency response center
operations during and after accidents and incidents

Lead de-briefing exercises after accidents and
incidents

Drive the development of procedures and policies
to manage threats to airport safety

Devise coordinated plans with external agencies
such as hospitals and Singapore Police Force (SPF)
for large-scale accidents and incidents

fiun : SkillsFuture Singapore
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ghaguswaziduaaussnu: (Competency)

Aircraft Emergency Management
NISUSKISYANISIKEIANIAUN1IINSYIU

(SEP) to retain control of aircraft during
emergency situations.

Proficiency

Have sufficient knowledge on types of aircraft
emergency situations, Emergency and Abnormal
Checklist (EAC), Quick Reference Handbook (QRH),
aircraft operating manuals including normal, abnormal
and emergency procedures such as engine fire,
single- and twin-engine operations and cabin
decompression for specific aircraft types, operation
of aircraft systems, management of instrument
failures, Upset Prevention and Recovery (UPR)
procedures, types and usage of emergency

Proficiency

equipment, roles and responsibilities of crew
members during emergency situations and local
and international guidelines such as Air Operator
Certificate Requirements (AOCR), Air Navigation
Regulations (ANR) and Airline Operations Manual
(AOM)

Assess the severity of emergency situations and
impact on flight safety

Communicate with airlines and Air Traffic Control
(ATC) during emergency situations

Determine appropriate actions based on QRH Execute UPR procedures and SEP
Conduct passenger safety briefings during emergency Operate the aircraft based on aircraft serviceability
situations and performance

M2



@® Manage the overall handling of aircraft and
Safety and Emergency Procedures (SEP)
during aircraft emergency situations

® Have sufficient knowledge on types of aircraft emergency situations, shut-down procedures,
Emergency and Abnormal Checklist (EAC), Quick Reference Handbook (QRH), aircraft operating
manuals including normal, abnormal and emergency procedures such as engine fire, single-
and twin-engine operations and cabin decompression for specific aircraft types, operation
of aircraft systems, management of instrument failures, Upset Prevention and Recovery (UPR)
procedures, types and usage of emergency equipment, roles and responsibilities of crew
members during emergency situations and local and international guidelines such as Air
Operator Certificate Requirements (AOCR), Air Navigation Regulations (ANR) and Airline
Operations Manual (AOM)

® Assess the severity of emergency situations

® Manage communication with airlines and Air Traffic
Control (ATC) during emergency situations

® Determine appropriate actions based on QRH
e Execute UPR procedures and SEP

e Oversee crew briefings and direct crew to resolve
emergency situations

o Conduct passenger safety briefings during emergency

e Approve and make final decisions on emergency
responses

e Oversee safe aircraft operations based on aircraft
serviceability and performance

® Aid in investigations on aircraft emergency situations

fiun : SkillsFuture Singapore
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Medical Hubs

Projected Talent Demand

Critical Positions & Required Functional Competency

Functional Competency
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Production Planning

Production Improvement
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Clinical Evaluation of Medical Devices
Cleanroom Processing

Packaging Technologies

Welding Techniques
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Scientist
Non-Clinical
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pag1usIvazidumaussnu: (Competency)

Qe Level Y oY
?\ ﬁ:g ’\ - " Profic?e\rlﬁy 3 @
AP
| .. u |
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Apply Current Good Manufacturing Practices (CGMPs) when designing,
monitoring, controlling and performing manufacturing activities.

® Have sufficient knowledge on principles of CGMPs, types of work processes occurring in
pharmaceuticals manufacturing facilities and how CGMPs apply, production areas and
cleanrooms Standard Operating Procedures (SOPs), uses of production equipment,
equipment cleaning frequency and maintenance log requirements, responsibilities of
job functions regarding compliance to CGMPs, frontline reporting and recording
procedures for non-compliance, good documentation practices, processes to prevent
cross-contamination and processes and locations for the preparation and staging of
raw materials

o Apply SOPs when performing work activities in @

plants Implement the principles of Current Good Manufacturing

» Identify the type of controlled documents  Practices (CGMPs) through the application of industry
required in manufacturing facilities in compliance best-practices and international standards.

with  CGMPs requirements
o Have sufficient knowledge on risk management techniques,

e Explain the importance of abiding by CGMPs to specification, design, verification, qualification and
external parties such as vendors commissioning standards and verification and validation

s Record non-compliance of Good Manufacturing methods and requirements for equipment, facilities and
Practices (GMPs) or cleanroom protocols processes

e Report and inform respective parties on any ® Perform work processes in accordance with CGMPs
non-compliance with manufacturing or clean room o Take corrective actions against non-compliance of Good
protocols and practices Manufacturing Practices (GMPs) or cleanroom protocols

e Check work processes for compliance with CGMPs

o |dentify improvements that can be made to promote better
alignment of processes with CGMPs

H32



********** @ synthesize Current Good Manufacturing Practices (CGMPs) with all design, monitoring,
and control of pharmaceuticals manufacturing processes across the organization.
® Have sufficient knowledge on global best practices in manufacturing standards, global best practices in risk
management, change and culture management strategies and end-to-end biopharmaceuticals manufacturing
processes across the organization ® Build a culture that promotes alignment to CGMPs across
o Synthesize processes across the design, monitoring, and  the organization e Lead risk control programs
control of manufacturing practices and align to CGMPs e Resolve significant deviations with senior quality review teams

e Establish processes to monitor compliance with CGMPs e Investigate root causes of serious breaches and deviations
across the organization from CGMPs standards

*********** @ Develop protocols aligned with Current Good Manufacturing Practices (CGMPs) for a department.
® Have sufficient knowledge on relationships of CGMPs @ Translate CGMPs standards into operating protocols for a department

with quality assurance and quality control, and its s Egaplish processes to monitor compliance with CGMPs in a department

impact on patient safety, operational workflows for

manufacturing processes, risk management international

guidelines and standards, organization’s regulatory

and compliance requirements in relation to CGMPs,

e Introduce risk control programs and activities for a department in
line with organizational policies
® Develop validation strategies to demonstrate processes are fit for

pharmaceuticals manufacturing process lifecycles intended uses in accordance with CGMPs and other regulatory guidelines

methods of improving manufacturing processes designs
and control quality and methods of reviewing alignment ¢ Establish systems and programs for CGMPs training
of processes to CGMPs

o Review CGMPs deviations

pharmaceuticals drugs and treatments by incorporating
patient-outcome factors in manufacturing process designs.

Have sufficient knowledge on applications of pharmacovigilance regulations and procedures
on manufacturing processes, pharmaceuticals contamination risks, long-term drug
stability risks, types of pharmaceuticals delivery systems and their safety features,
types of pharmaceuticals containment and closure systems and associated risks

Direct post-sales assessments of customer feedback
Level 4 Incorporate factors that minimize the risks of treatment effectiveness and therapeutic
Proficiency @ 77777 Review results of patient-outcome Analyzes

Identify manufacturing processes that could impact pharmacovigilance related safety
and quality issues

, O Level 3 ) . . )
Proficiency @———@ Review the impact of pharmaceuticals manufacturing processes
on treatment effectiveness and therapeutic compliance.

® Have sufficient knowledge on pharmacovigilance procedures and documentation requirements,
characteristics and quality of Active Pharmaceutical Ingredients (API), pharmaceuticals
manufacturing processes, drug and treatment dosing volume, delivery techniques and frequency

e Contribute to Good Pharmacovigilance Practices (GVP) compliance within one’s area
of responsibilities

e Consolidate post-sales customer feedback

e Analyze the impact of elemental impurities on treatment effectiveness

e Analyze the impact of APl degradation on drug effectiveness

e Document manufacturing facilities, personnel, processes

fiun : SkillsFuture Singapore 33 [l



0 =

¢ gaamnssuviusuiUseneulufegaavnssunan 2 nau fie n1suan
YuWALAzTUd e wargnanvnssudienlesszuuivihuhalunsieuny
- S f!‘ am  HazepnuuuNsInITULuBUALasseuUsaludRultlugeannssunisuan

-
v o

ec00 A~ A Sddwiulsemalng nswdeusudiiieldludgaanvnssudaidaulinnnin
' sl o oy r e sdo v ' \ oA a2 v
yueusmi el houeusimhdinansaseme wu Qi wesudl Wusiu

(3ms7)

VIUDUADINGIDINIS

Industrial
Robotics

Projected Talent Demand
Critical Positions & Required Functional Competency _

Robotics Software
Data Control Mechanical Integration

TOp Talent Demand Scientist  Engineer  Engineer  Engineer

Robot Programming & Programming Pendant ° °
Robot Troubleshooting

Embedded Systems

Servo Motor Controller

Digital Signal Processing

Hydraulics and Pneumatics

Robotics Maintenance and Installation
Sensor Technology

Error Compensation

Mobile and Wireless Communication
SCADA System

Robotics Material Procurement °
Distributed Control Systems (DCS) o
Robotics Design o
Robotics Simulation, VR, AR

CAD, CAM Software °

Common
Required

Functional Competency
® © 6 o o o o o
e ¢ o o o o
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Robot Troubleshooting

N1s3Ias1zANNTuUNYKIURTDISTUUKUBIUG

Proficiency

fagvswazidunaussnu: (Competency)

Proficiency

Oversee use of robotics-automated
technologies in compliance with manufacturer's
recommendations, workflow plans

Integrate automated technologies and

robotic systems in ships, rigs or conversions
manufacturing to enhance precision and
productivity and reduce reliance on manual tasks

o Have sufficient knowledge on types of robotic systems,
automated technologies and process control systems
utilized in manufacturing tasks, methods of operating
robotic systems for manufacturing tasks, procedures
for safe machinery operation, types of sensors and
actuators and procedures for installing actuators
and sensors

e Follow safety procedures when operating automated
technologies and robotic systems

¢ |dentify and report any issues with the automated
technologies and robotic systems

e Install sensors, actuator for process control in specified
locations

M3

® Have sufficient knowledge on principles of
automated technologies and robotic systems,
procedures for setting up and inspecting robotic
systems and automated technologies, approaches
to oversee manufacturing tasks that use robotic
systems, automated technologies, control theory
and types, applications of control loop components
and controllers

® Diagnose faults in use of automated technologies,
robotic systems for manufacturing processes and
suggest solutions

o Interpret and extract relevant process parameters
from given specifications

o Apply corrective actions for automatic and manual
shut-downs during critical and emergency situations

4

§
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°
Review performance of automated

workflows for process improvements

® Have sufficient knowledge on methods for
evaluating resources and skills to carry out
manufacturing tasks using automated
technologies and robotic systems, principles
of electro-pneumatics, types of logic control
programs, concepts pertaining to performance
specifications and analysis, best practices in
robotics and automation, components of
a robot, principles of path, trajectory planning,
types of programming skills of a robot

Evaluate the feasibility of incorporating
automation and robotic systems into
manufacturing processes

Apply optimization techniques to improve
automated processes’ efficiency and product
quality

e Assess improvements on manufacturing
products, processes

Formulate new manufacturing workflows
to adopt robotic and automated technologies
to streamline processes

Have sufficient knowledge on organization's
quality and Workplace Safety and Health (WSH)
guidelines, methods of developing detailed
operating procedures for automated technologies
and robotic systems, methods to influence
adoption of new technologies and impact of
robotics and automation on manufacturing
operations

Develop technical operating procedures for
robotics and automation

Ensure procedures and operations are
implemented according to plan and WSH
requirements

Determine post-processing procedures for
manufacturing components using robotics and

automation

fiu : Applied Industrial Robotics (ABB), The Alabama Community College System
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fat19sIvazidumaussnu: (Competency)

Robot Programming and Programming Pendant

nsiGeuTUsiNsuianIuALNISINABURAUDIKUBUAAIBNILIADUWIINDS
nazaussnu:zTunisTdaunsninounuiazlusIiNSUKUBUG

EL‘% Write and test a program for advance
= O-S ®
O

robotic operation and a robotic program
Level and verify successful operation

Proficiency o Safely power up the robot and controller from a fully shutdown position
e Understand general robotic safety within working envelopes

e Know the purpose and operation of the teach pendant

e Basic programming overview, refresher

Level
Proficiency

e Harmonious programming e Input and output signal assignment
o System mastering (robot and external axis)

e Advanced logic commands and program structure

e Total system recovery/tool shift for program correction

e Advanced Input/output programming for system allocation

e Teach pendant layout and customization

® Create and use function grouping ® System back-up and program data
e Set-up, use user coordinate systems, home position fields

® Use and manipulate program conversion functions

Write and test a program for robotic operation and ~ Write and test a program for advance

a robotic program and verify successful operation robotic operation and a robotic program

® Use pendant, teach (program) a robot to perform a basic Al R L e

application-specific operation, test, troubleshoot program e Identify the major components of a robot system

e Use a teach pendant to program a robot o Set up frames including Tool, Robot, and User
e Execute, test, and troubleshoot a robot program o Name a new program

e Identify the major components of a robot system ® Add, record, and perform motion instructions
e Install, connect, power up and jog a servo robot o Copy, edit, and save programs

o Set up frames including Tool, Robot, and User o Create and run a point-to-point program

o Name a new program o Create and run an offset program

o Add, record, and perform motion instructions e Create and run a counter program

e Copy editing, and saving programs o Create and run task specific programs

Assign and set registers and position registers
e Create, run point-to-point, offset, counter, task specific ¢ fsig g postt g

programs and assign-set registers and position registers o Utilize miscellaneous instructions
e Perform basic I/O programming instructions
and operation

o Edit system variables

o Utilize miscellaneous instructions

o Perform basic I/O programming instructions and operation

e Edit system variables o Adjust robot program parameters
e Adjust robot program parameters °

M 38

Perform program and file manipulation



\

o l‘
K

fogiusiwazidundaussnu: (Competency)

[{

\

Embedded Systems

(
1

Y,
N

-@ Plan end-to-end process of incorporating embedded
systems in hardware and devices, validating and optimizing
embedded software systems in different application areas

Have sufficient knowledge on suitability and application of different
programming languages for different purposes or contexts, embedded

I
o0

firmware and software engineering principles, types, characteristic
and operating principles of binary and analogue input and output
devices, hardware design tools, techniques and hardware control
programming, range of software development and software
configuration management tools, operating system coding techniques,
interfaces and hardware subsystems, schematics, component data
sheets and electronic test equipment, troubleshooting on embedded
targets, system optimization techniques for both hardware and
software performance, sensor properties and their application to
electronic system programming

Plan end to end process from inception to deployment of embedded
systems or microcontrollers for use in hardware and devices

Define hardware and software communication and control
requirements

Align embedded system development with best practices for
coding, reuse and portability

Introduce new and emerging coding techniques or languages
suitable for embedded systems programming

Develop software applications and drivers to run in embedded systems, including
rapid prototyping as well as the implementation of embedded software or firmware

o Have sufficient knowledge on low-level programming e Develop software applications and drivers to run
languages and software syntax, embedded systems in an embedded operating system
software architectures and interfaces, relevant operating
systems, drivers and microcontrollers, control requirements
for embedded system, tools for development and
debugging of embedded software, including editor,
assembler and cross assembler, rapid prototyping
techniques, types and uses of sensors, electrical and ® Implement embedded firmware or software drivers
electronic devices and components, and electrical wiring ~ and applications on a microcontroller

systems, types and characteristics of microcontrollers, o Employ hardware and software tests to test and

programming devices and programming software, data analyze embedded programs and digital electronics
collection, transmission and communication protocols

and security considerations for sensor networks

e Interpret hardware and software communication
and control requirements

e Conduct rapid prototyping of embedded control
systems

fiun : Applied Industrial Robotics (ABB), The Alabama Community College System 39 [l
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